
Modern 
Cryptography



Kerckhoffs's principle 

- In 1883 Dutch-born cryptographer Auguste Kerckhoffs stated multiple principes:

- “The security of a cryptographic system should not be based on its secrecy”

- “Everything about the cryptographic system should be public besides the key”

- This concept is widely embraced by cryptographers, in contrast to security through 

obscurity, which is not.
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Symmetric cryptography

- Same key is used to encrypt and decrypt the message

- Examples
- Vernam, DES, AES (rijndael), IDEA, …

- Can be implemented in hardware

- Fast and low resource usage

- Problem ?
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Symmetric cryptography: example

-  DES : Data Encryption Standard

- Designed and developed by IBM

- Standard since 1977

- Key size 56 bits 

- DES is obsolete

- 3DES is the new version

- Key size 168 bits
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Symmetric cryptography: example

-  AES : Advanced Encryption Standard (Rijndael)

- Designed and developed by Vincent Rijmen and Joan Daemen

- Standard since 2000

- Selected in a competition among 20 other algorithms by NIST 

- Key size 128, 192 and 256 bits

- De facto standard for symmetric encryption (AS OF TODAY 19/09/2022 !!!)
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Asymmetric cryptography

- Each actor has a pair of key (math link)

- public : known by anyone, public info

- private : only known by the owner, secret

- If we encrypt by one result can be decrypted only by 

the other !!!

- Exemples: RSA, ECDSA, DSA

- High resource, slow
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Asymmetric cryptography: confidentiality
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Asymmetric cryptography: authentication
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Asymmetric cryptography: confidentiality 
and authentication
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Hashing fonction

- One way operation

- Fixed lengths output 

- Unique fingerprint of data

- Examples 

- MD5 : Message Digest 5

- Output 128 bits digest

- SHA-X : Secure Hash Algorithm

- Output from 160 to 512 bits

- RIPEMD-160

- Output  160 bits digest
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Hashing fonction: usage
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Hashing fonction: digital signature 
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GPG / PGP

- Generate a key pair 

- Encrypt, sign and send out 

- Receive, verify the signature and decrypt 

- How ? RTFM
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